Partners Elliott Phillips, Steven De Lara and Associate Colin
Grech of Signature Litigation discuss the English High Court
decision of AA -v- Persons Unknown and BITFINEX [2020]
EWHC 3556 (Comm)

Landmark Bitcoin judgment classifies cryptocurrencies
as property
In a case concerning a ransom payment made in Bitcoin to hackers
who infiltrated and encrypted an insurance company’s computer
system, Bryan J concluded that crypto assets such as Bitcoin
are property and as such are capable of being the subject of a
proprietary injunction. In reaching his conclusion he considered
and endorsed much of the reasoning in the UK Jurisdiction
Taskforce’s legal statement on cryptoassets and smart contracts
of November 2019.

Background
The hackers managed to bypass and infiltrate the computer system
of a Canadian insurance company and installed malware that
encrypted the system. The hackers contacted the victim company
and demanded a ransom payment to be made in Bitcoins in order
to provide them with the decryption software they required
to access and restore the information. A payment of $950,000
was agreed; the insurance company, through an agent, purchased
109.25 Bitcoins and transferred them into the address provided
to them by the hackers who then sent the decryption software.
The insurance company commenced proceedings to recover the
Bitcoins which it contended were paid out under extortion /
blackmail.

Ruling
In this case it was possible to track the Bitcoins that had been
transferred as a ransom as the address where most of the Bitcoins
had been sent was linked to a well-known cryptocurrency
exchange. At an interim hearing to consider, amongst other things,
the granting of a proprietary injunction over the Bitcoins, Bryan
J had to consider the fundamental question of whether Bitcoins
could be considered as property in the first place.

English law traditionally only recognises property as being one of
two kinds: choses in possession or choses in action. Bitcoins are
neither; they are a virtual currency and so cannot be physically
possessed by anyone and they do not embody any right capable
of being enforced by action. On this analysis Bitcoins and other
cryptocurrencies could not be classified as property and therefore
could not be the subject of a proprietary injunction.
Bryan J in his judgment considered that cryptocurrencies such
as Bitcoins met the classic legal criteria required for them to be
classified as property. He also considered in depth the findings of
the UK Jurisdiction Taskforce’s legal statement and agreed with
the conclusions they reached. In refusing to hold that English
law recognises no other forms of property other than choses
in possession and choses in action he endorsed the view that
the class of choses in action could be extended to include all
intangible property as a residual class of things not in possession.
He concluded that because a cryptoasset was not a chose in
action on a narrow definition of the term did not mean that it
could not be treated as property.
The Bitcoins were held to be property and the injunction over
them was granted.

Implications
The ruling that cryptocurrencies are property will have wider
ramifications in the crypto-space. It may boost market confidence
in the technology generally and provide some much needed
stability to what can sometimes be a rapidly fluctuating market.
Given the ruling was made following an interim application, it will
be interesting to see how this case develops and whether any
further orders are made against the exchange in relation to the
identity of the account holders.
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Partner Elliott Phillips, leads the firm’s practice in Gibraltar specialising in private wealth disputes,
contentious trusts and estates, civil fraud and financial services and regulatory disputes. Elliott is a
leading litigator and has lead on all complex and very high value trusts disputes in Gibraltar in the last
decade. 2019 published cases securing a victory in GibFibreSpeed v Gibraltar Regulatory Authority
[2019] CivApp 7 before the Court of Appeal in a first of its kind challenge under the Communications
Act 2009. Permission has been granted for the matter to proceed to the Privy Council in London.
In 2019 Elliott was recognised as one the world’s leading private client lawyers and trust and estate
litigators, comprising of those individuals who are most revered by the Private Client Global Elite
community.
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Partner Steven De Lara has a considerable reputation for his work in international litigation, with
a particular focus on corporate litigation, contentious insolvency, regulatory investigations and private
client disputes. Steven is particularly well regarded in the financial services industry, and regularly acts
for and against international banks and multinational companies on civil fraud, derivatives trading,
funds and other matters Uniquely, Steven is also currently the only lawyer in Gibraltar to be licensed
by the Gibraltar Financial Services Commission as an Insolvency Practitioner, with an unrestricted
capacity to act as liquidator, administrator or a receiver in insolvency proceedings. Steven has built up
an impressive portfolio of litigation, insolvency and financial services work, advising international banks
with operations in Gibraltar on contractual and regulatory matters, acting for insurers on liquidation
and consumers on pursing claims against insurers and managing litigations involving complex issues
relating to private international law.
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Associate Colin Grech Colin’s non-contentious work involves large scale corporate and transactional
matters advising on complex trust and company structures, the floating of a Gibraltar based gaming
company on a London stock exchange, multi-jurisdictional corporate finance transactions having acted
on both sides for clients involved in large lending facility agreements, and he also provides commercial
advice to local businesses in Gibraltar. Colin’s contentious practice has included admiralty work involving
ship arrests, advising on disputes involving shareholders of companies and members of LLPs. Colin was
also employed as in-house counsel for Companies House advising the Gibraltar Registrar of Companies
and appearing on the Registrar’s behalf in the Supreme Court of Gibraltar and in the Court of Appeal
of Gibraltar. Colin has also previously been seconded to the Gibraltar Financial Services Commission
where he assisted with the consolidation of Gibraltar’s existing Financial Services legislation. Colin is
conducting an increasing amount of work in the financial services sector particularly in relation to
crypto-firms and the Distributed Ledger Technology Regulations.
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